Department of Behavioral Health
TRANSMITTAL LETTER

SUBJECT
Computer Use Policy

POLICY NUMBER DATE  MAY 19 2014 TL#251
DBH Policy 686.3

Purpose. To provide the Department of Behavioral Health (DBH) policy on computer use and
disseminate the current District of Columbia, Office of the Chief Technology Office (OCTO)
policies on intermet and email use.

Applicability. Applies to:
o DBH full and part-time employees.

» DBH volunteers and contractors that use District government information technology
resources.
¢ All other users of DBH information technology resources.

Policy Clearance. Reviewed by affected responsible staff and cleared through appropriate
Behavioral Health Authority (BHA) offices.

Effective Date. This policy is effective immediately.

Superseded Policies. This policy replaces DMH Policy 686.1, Electronic Mail (Email)
Acceptable Use Policy and DMH Policy 686.2, Internet Access and Acceptable Use Policy.

Distribution. This policy will be posted on the DBH web site at www.dbh.dc.gov under Policies
and Rules. Applicable entities are requwed to ensure that affected staff are familiar with the
contents of this policy.
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GOVERNMENT OF THE DISTRICT OF COLUMBIA Date

b MAY 19 2014

DEPARTMENT OF Supersedes

DMH Policy 686.2, Internet Access and Acceptable Use Policy,
BEHAVIORAL HEALTH | dated May 27, 2003; and DMH Policy 686.1, Electronic Mail
(Email) Acceptable Use Policy, dated May 27, 2003

1. Purpose. To provide the Department of Behavioral Health (DBH) policy on computer use and
disseminate the current District of Columbia, Office of the Chief Technology Office (OCTO) policies on
internet and email use.

2. Applicability. Applies to:
e DBH full and part-time empioyees.

e DBH volunteers and contractors that use District government information technology
resources.
* Al other users of DBH information technology resources.

3. Authority. DBH Establishment Act of 2013: District government OCTO Policy OCTO0001,
Internet Access and Use Policy; and OCTO Policy OCTO0002, Email Use Policy.

4. General Information. The District of Columbia Office of the Chief Technology Officer (OCTO) is
the central technology organization of the District of Columbia. OCTO establishes and oversees the
technology policies and standards for District government agencies. This policy is being disseminated
so that staff can become familiar with the District of Columbia policies on internet and email, and
additional DBH requirements on computer use.

5. Policy.

Sa. DBH employees, contractors, and volunteers shall comply with the District's OCTO policies on
Internet Access and Use (OCTO0001 — Exhibit 1), and Email Use (OCTO0002 — Exhibit 2), and
maintain high ethical standards as required by the District of Columbia Ethics Manual.

Sb. Accessing, downloading, distributing, maintaining or possessing nude or other sexually explicit
materials, pictures, or files on DBH computers, DBH e-mail accounts, or DBH wireless
communication devices and other portable technology equipment is prohibited.

5c. Employees shall not download or attempt to download non-work-related software or files
including music programs or games without permission from the DBH Chief Information Officer/
designee. '

5d. Using District government computers or other wireless communication devices/portable
technology equipment for improper purposes is prohibited. Individuals found in violation of this
policy and/or OCTO policies shall be subject to disciplinary action, up to and including termination,
in accordance with the District Personnel Manual (DPM) Chapter 16. DBH shall report any
violation of this policy that, after consulting with DBH Office of the General Counsel, may also
violate local or federal criminal laws to the Metropolitan Police Department.
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6. Additional DBH Internet Requirements.

6a. DBH Information may not be published on the Internet without prior approval through the DBH
Public Information Officer and DBH Chief Information Officer/designee. This includes websites and
social media postings under the representation of DBH.

6b. While using the Internet, authorized users may not transmit copyrighted materials that belong
to entities outside DBH. Failure to observe copyright or license agreements may resuit in
disciplinary action from DBH or legal action by the copyright owner. Documents, media, logos, and
graphic images produced by or for DBH are considered the property of DBH with respect to
copyright protection.

7. Additional DBH Email Requirements.

7a. The District e-mail system's software and hardware are government property; all messages
composed, sent, or received on the e-mail system are and remain the property of the District
government. DBH Information Services may periodically exercise its right to review, audit,
intercept, access, or disclose all messages created, received, or sent.

7b. DBH reserves the right to regularly review an authorized user's e-mail records. Therefore,
authorized users should have no reasonable expectations of privacy regarding e-mail
messages. The contents of e-mail may be disclosed within DBH without the permission of the
authorized user.

7c. DBH e-mail records are subject to public disclosure under the Freedom of Information Act
and to law enforcement or other third parties through subpoena or other legal processes.

9. Inquiries. Questions regarding this policy should be addressed to the DBH Chief Information
Officer at 202-673-3525.

Approved by:

Stephen T. Baron
Director, DBH
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This policy establishes standards for the proper use of DC government-provided

Internet services.
- Policy Number;, Croation Effective Date:
’ Date/Revisions:

OCTON001 12.15.03 Rev 2.0 07.15.99
* Purpose
= Scope
» Introduction
o Allowable Uses
o Prohibited Uses
« Sanclions
» Statutory Authority
* Roles and Responsibifities: All DC Government Emalt Users
» Roles and Responsibilities: DC Govemment Agencies
» Roles and Responsibliities; OCTO
» Disclaimer of Legal Rights '

Purpose
This policy establishas standards for the proper use of BC government-provided Internet services.

Jop.

Scope

This policy appiies to:

» All Internet systems and services provided or owned by the DC Govemnment,
» Al users of DC Government intemet services, Including:
1. Full and part-ime employees .
2, Contractors suthorized to use DC G t-owned equif
3 Volurtesrs who have been provided with Intemst service and
4: Al other users of DC Govemmaent informaltion fechnology resources,

or network rasources

Introduction
intemet access Is a highly efiicient research and communications too! that is provided by the DC Government to

its employees, contractors, and volunteers to assist them in supporting DC government functions and conducting
the government's business within its own organization, with government and privaie business partners, and with
the public. Appropriate use of DC Government Internet access can enhance the efficiency and quality of
govemment services, but inappropriate use can confiict with DC government policies and compromise availability
of the system for all. This policy defines requirements and prohibitions for appropriate use of DC govemnment
intemnet access.

Allowable Uses

s Commurication and information exchangs diractly related to the mission, chader, or work tasks of a DC govemment
agency .

» Research and information exchange in support of standards, analysis, advisory, and professional development activities
related to the user's DT government duties

+ Announcementof DC govemment laws, procedures, policies, rules, services, pragrams, information,.or activities, subject to
the broadcast email requirements described below

Application for, or administration of, contracts or grants for DC government programs or research

Other governmental administrative communications not requiring & high lava! of security

Interagency and exteral broadcast corespondence that

o lslimited to 100 recipients or fewer,
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e s not sent to the group distribution ist of any other agency, and
o Does not constitute or contain {as an atlachment or otherwise) any inter-agency or external bullatin, newsletiar,
announcement, promolional material, manual, guide, brochure, or marketing collateral, all of which must be posted on
websites and not sent in group emails outside the sender's agency list.
e Interagency and extemal broadcast emails with distribution greater than 100 recipients thal are authorized in advance by the
Director of Communications of the Executive Office of the Mayor (EOM) or the Chiaf Technnlogy Cfficer
e Mayoral broadeast missives, upan 2 hours' notice to OCTO or with shorter natice to QCTQ, in the discretion of the Director of
Cammunications, EOM
e Incidental personal purposes, provided that such use does nol:
« Directly or indireclly interfere with the DC Govemment operation of computing [acifities or electronic mail services,
s Burden the DC Govemment with noticeable incrementat cost, or
o Inlerfere with the email user's emplcyment or other obligations to the DC Govemment,

Prohibited Uses Top ]

Any purpose that violales a federa! or DC government law, code or policy, standard or procedure

The advertising or other promotion of any private busineas enterprise or activity

Transmission or solicitation of information or statements that contain profane language, pander to bigotry, sexism, or other

forms of prahibited discrimination, ot can in any way be construed as intending to harass or threaten another individual,

sexuslly or otherwise

Any activity with religious or pofitical purposes outside the scope of the user's assigned and authorized govemmental duties

Any unauthorized purchase

Sending emall under names or addresses ather than the employee's own officially designated DC govemment email address

Adding, removing, or modifying identifying network header information {"spoofing") in an effort to deceive or mislead reciplents

Opening any “executable” emall attachments (e g., .exe, .batl, scr, .vbs) from any source

Sending or forwarding "chain” Ietlers, i.e, those that ask the receiver to forward the message to multiple recipients

Sending any attachment files larger than 10 megabyles (MB)

Sharing organized District emall lists with any person outside the Dislrict, except as required by the Freedom of information

Act, subpoena, or other compulsory process

Setting email corvespundence to forward automatically to an outside (non-District) address

"Broadcast” emalls that do not meet the “broadcast” email requirements above

Disruption, obsiruction, or burden of network resources

Unauthorized enhancements or add-on software to Oulfook (e.g., animations, backgrounds, pictures)

Use of non-District email services such as Yahoo or AOL an the District's computer network

The intentional or negligent introduction of compuler viruses into any DC Government systems; agencies must prevent the

introduction of computer viruses into DC government systams and must instal District-standard virus-scanning sofiware to

check any software downloaded as emall attachments

» Transmission of sensitive {2.9.. confidential) information unless protected by an approved encryption mode and/or identified

as shown below

¢ Sensiive Information includes medical information, information coverad by attomey-client privilege, information subject to
the Privacy Acl, proprietary information, or other information which must be protected from unauthorized disclosure.

» Sensilive (2 g., confidential) messages must be ciearly identified immediately below the message header (i.e., the Subject,
Data, From. and To fines) as "SENSITIVE/CONFIDENTIAL INFORMATION [or ATTORNEY/CLIENT PRIVILEGED
INFORMATION] - DO NOT RELEASE TO UNAUTHORIZED PERSONNEL.” In such cases, the sender must also b
ceriain that the recipient is propedy authorized to recaive and view the infarmation.

» For approved encryplion modes, refer to applicable information security policies, standards, and procedures.

a9 e 980

Sanctions rﬁ;
Violations of District email policy will result in;

» LUpon nctice to the violator, disabling of his/her email account for a period of fime consistent with the serfousness of the
violation, unless a written request for reinstatement is submitted by the agency Director/designate to the OCTO Diractor of IT
Security.

= Where an email acoount is found to be broadeasting a virug or otherwise placing the email system in jeopardy, disabling the
account without notice to the violator, with reinstalement as deseribed above

s Other comaclive action in the discretion of the violator's agency Director

Statutory Authority Tront
ilop:
DC Official Code § 1-1403.

Roles and Responsibilities: All DC Government Email Users Topl

¢ Users of DC email must use the service only for the Allowable Uses defined above and refrain from any aof the Prohibited
Uses defined above.

o Users must change passwords with regular frequency, in accordance with applicable agency and OCTQ standards and
recommendations.

Roles and Responsibllities: DC Government Agencies Top

« Each agency is respensible for its employees’ and contraclors compliance with this policy and is expscted to familiarize
gach user with this policy.
protect sensitive (i.e., ccnﬁdenhal) information from intentional; mappropnate w accidental disclosure, and to protect the DC
government and indwndual users from 10ss or harm:

» Agencies are responsibie for the investigation of afleged or suspected vnolahnns of this policy, and the referral of violations ta
OCTO for suspansion of service to users
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Roles and Responsihilities: OCTO

.

The OCTO Director of iT Security must develop and update emall security policy and maintain awareness of email-

related threats, vulnerabliilies, and securlty Issues,

The Director of IT Security will maintain a content filtering system which scans the contents of messages on the OC
Govemment email system, rejects messages containing content that may violate this policy, and issue the sendera
notification advising that the ige has been rejected, and why. so that the message can be corrested and resent,
However, neither OCTO nar any agency or instrumentality of the DC Gevemment undertakes to protect users fram receiving
eiactronic mall they may find offensive, or to g that electronic mail d was in fact sent by the purported sender,
Because email is public, not private communication, OCTO may monitor any or all DC Govemment email traffic to determine
compliance with this and related paoficies..

Disclalimer of Legal Rights

Nothing in this statement of policy shalf be deemed to create any legal right on the part of a user of the email

system, nor any legal obligation on the

part of OCTO or any person having authorized access to search or review

email correspondence in the system.
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This policy establishes standards for the proper use of DG govemmeni-provided
electronic mait {email} services.

Policy Number: Creation Effective Dato:
DatelRevisions;
OCTO0002 10.16.07 Rev 3.0 07.15.99
s Scops
» intraduction
s Principles -
» Allowable Uses
« Prohibited Uses
s Sanctions
» Statutory Authority
» Roles and Responsibifities: All DC Government Email Users
s Rales and Responsibitites; DC Government Agencies
» Roles and Responsibifities: OCTO
* Disclaimer of Legal Rights

Scope

This policy applies {o:

= Al electronic mall systems and services provided or owned by the DC Govemment.

« Transactional informalion assosiated with email records (sch as emall headers, summaries, addresses, and adoressess) as
well as the contents of those records. )

» Al users of DC Govemment email services, including:
o Full and part-time employess
» Contrzctors authorized to use DC Gover t-owned equif or net
s Volunteers who have been provided with an email accoun¥service and
s Al other users of DG Govemment infarmalion technology resources,

« AllDC Govemment emal recards in the possession of any DC Govarnment email users;

k resources

» !ntgoduction

Email is an efficient and timely communications tool that is provided by the DC Govemment to its employses,
contractors, and volunteers to assist them in supporting DC government functions and conducting the
government's business within Its own organization, with government and private business partners, and with the
public. Appropriate use of the DC Government emall system can enhance productivity and intra-governmental
comemunication, but inappropriate use can conflict with DC government policies and compromise avaitability of the
system for all. This policy defines requirements and prohibitions for appropriate use of the DC govemment emall
system or any messaging system that uses the District's computer nefwork.

Principles

¢ Use of the DC government emall system constitutes consant to abide by all elements of this policy, including such
raviews of email correspondence as may be necessary and appropriate to efiect DC Government policies conceming the use
of the email syslem and in aid of law-enforcement and auditing activities of federal and District of Columbis government
agengies.

e DCGo it email sy and services are "DC Government faclifies” as that term is used in other policies and
guidelines. Any electronic mall address or account assignied by the DC Government to individuals, sub-units, or functions af
the BC Govemment is the property of the District of Golumbia and under management control of the Office of the Chie!
Technology Officer, . :

» All DC govemment policies relating to inteltectual property profection, privacy; misuse of govemment resources, sexual

har t, data ity, and confidentiality apply to use of DC Government email by persons and entities described under

"Scope,” gbove.

Emails are the equivalent of fatters sent on official lefterhead, and must therefore be wiltten In a professional and courteous

tone.

o DC govemment email is public, not private communication, not only because its principat purpose is the conduct of DC
govemment functiens, but also because the email system permits forwarding and other wide distribution of messages without

-
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- the consent of the sender. Therefore, senders and receivers of emall can have no expectation of privacy with respect to DG

government email messages.
« Email messages are public records and are therefore subject ta public inspection, FOIA requests, and lega! discovery, uniess
otherwise protected by DC or federal law

Allowable Uses {TGR !
s Communication and information exchenge directly refated 1o the mission, charter, or work tasks of 2 DC govemment
agency

+ Research and information exchange In support of standards., analysis, advisory, and professional development activities
refated to the user's DC governmen duties . S e

s Announcement of DC govern laws, procedures, policies, rules, services, programs, information, or activities, subjact fo
the broadeast email réquirements described below - o

» Application for, or adminisiration of, contracts or grants for DG govemment programs or research

» Other governmental administrative communications not requiring a high level of security

Inieragency and extemal broadcast corespondence that

¢ Is limited to 100 recipients or fewer,

¢ s not sent to the group distribution list of any other agency, and

¢ Does not constitute or cordain {as an altachment or atherwlse) any inter-agency or external bulletin, newsietter,
annauncement, promotional material, manual, guide, broghure, or marketing collateral, alf of which must be postad on
websites and not sent in group emalls sulside the sender's ageney list.

Interagency and external broadcast emails with distribution greater than 100 reciplents that are authorized in advance by the

Director of Communications of the Executive Office of the Mayor (EOM) or the Chigf Technology Officer

Mayoral broadeast missives, upon 2 hours® niotice to OCTO or with shorter natice o OCTQ, in the diseretion of the Direcior of

Communications, EOM

{ncidental personal purposes, provided that such use does nat;

» Directly or indirectly interfere with the DC Government aperalion of computing facilities or electronic mail services,

» Burden the DC Govemment with noticeable incremental cost, or

o Interfere with the email user's employment or other abligations to the DG Government,

-

Prohibited Uses Top

s Any purpose that violates a federal or DC government law, code or policy, standard or procedure

The advertising or other promation of any private business enterprise or aclivity

Transmission or solicitation of informatiors or statements that contain profane language, pander to bigolry. sexism, or ather
forms of prohitited discrimination, o can in any way be conslrued as intending to harass or {hrealen ancther individual,
sexually or otherwise

Any activity with religious or political purposes autside the seope of ihe user's assigned and authorized govemmenta! duties
Any unauthorized purchase

Sending email under names or addresses other than the employee's awn officially designated DC govemment email address
Adding, removing, or modifying identifying network header information {"spaofing"} in an effart to deceive or mislead recipients
Opening any “exetulable” email attachments (e-.g., .exe, hat, .scr, .vbs) frem any source

Sending or farwarding “chain” letlers, §.e., those that ask the recelver to forward the message {o multiple recipients
Sending any allachment files larger than 10 megabyles {MB)

Sharing organized District email fists with any person outside the District, except a5 required by the Freedom of Information
Act, suby or ather compulsory process

Setting email correspondence to forward automatically to an outside {rnon-Dislrict) addrass

"Broadcast” emails that do not meet the “broadcast” email requirements above

Disruption, obstnuation, or burden of netwark resources

Unautharized enhancements or add-on software (o Oullook (e 9., animations, backgrounds, pictures)

Use of nan-District emall services such as Yahoo or AOL on the District's computer network

The intentional or negligent introduction of compiiter viruses inta any DC Govemment systems; agencies must prevent the
inlraduction of computer viruses into DC government syslems and must instal District-standard virus-scanning software o
check any software downloaded as email attachments.

s Transmission of sensitive (e.g., confidential} information uniess protected by an approved encryption mode and/ar identified

as shown below .

» Sengifive infarmation includes medical information, information covered by attomey-client privilege, information subject to
the Privacy Act, proprietary information, or other informalion which must be protected from unauthorized disclosure,

s Sensilive (e.g., confidential} massages must be clearly identified ifimediately below the message header (i.e , the Subject,
Data, From, and To fines) as "SENSITIVE/CONFIDENTIAL INFORMATION Jor ATTORNEY/CLIENT PRIVILEGED
INFORMATION] - DO NOT RELEASE TO UNAUTHORIZED-PERSONNEL " In such cases, the sender must also be
certain that the racipient is properly authorized to receive and view the information.

» For approved encryption modes, refer to applicable information security policies, standards, and procedures.

e e e e

TP EBes

Sanctions { Toni

Viotations of District email policy will resutt in:

e Upon nolice to the violator, disabling of his/her emall account for a period of ime const with the seri of the
violation, unless 2 written request for reinstatement is submitted by the agency Diractor/designate to the OCTO Director of IT
Security.

s Where an email account is found to be broadeasting a virus or otherwise placing the email system in jeopardy, disabling the
account without natice 1o the violator, with reinstatement as desctibed above
» Ofher corrective action in the discretion of the violator's agency Director

Statutory Authority
DC Official Code § 1-1403.

vy
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Roles and Responsibilities: All DC Government Email Users

* Users of DC email must use the service onl

e Users must change passwords with regular freq

Uses defined above,

recommendations.

y for the Allowable Uses defined abiove and refraln from any of the Prohibited

Y, in aote

with apg

gency and OCTO standards and

Roles and Responsibitities: DC Government Agencies

Each agency is responsible for its em,

each user with this policy.

Because transmission of email may involve routing over an unsecure
protect sensitive (i.e., confidential) information from intentiona

govemment and individual users from foss or harm.

Agencies are responsible for the Invest

OCTO for suspension of service to users..

ployees”and contractars’ compliance with this palicy and is expected to familiarize

d network, it is the responsibility of each agency to

l, Inapprapriate, or aceidental disclosure, and to protect the DC

gation of alleged or suspected violations of this policy, and the referral of violations to.

Roles and Responsibilities: OCTO

The OCTO Director of IT Secur
related threats, vulnerabiliies,
The Director of IT Security will maintain a content fiteri
Gaovemment emait system, rajects messay
notification advising that the message has been rejected, and why,
However, neither GCTQ nar any agency or instrumentality of the D
electronic mail they may find offensive, or to gugrantes that slectror
Because emdll is public, not private communication,

and security issues.

compliance with this and related policies,

ty must develap and updale email security poficy and maintain awareness of email-

ng system which scans the contents of messages on the DC

ges containing content that may violate this poficy, and Issug the sender a

so that the message can be corrected and resent.

C Govemment undertakes to protect users from receiving
nic mail recelved was in fact sent by the purported sender.
OCTO may monitor any ar all DC Government emall- traffic to determing

Disclaimer of Legal Rights
Nothing in this statement of palic

Jap)

y shall be deemed lo create any legal right on the part of a user of the email

system, nor any fegal obligation on the parl of OCTO or any person having authorized access to search or review
email correspondence in the system,
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